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Purpose
This application note will guide you to use Protection operation of NOR Flash in the right

direction. It describes how to keep protection command sequence. This is helpful for mobile

system software engineers.

Definitions and Acronyms

Definitions and Acronyms Description

DYB Dynamic Protection Bit

PPB Persistent Protection Bit

PWA Password Address

PWD Password Data being verified

PL Password Protection Mode Lock
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1. Definition of Block Protection & Un-Protection

To protect the block from accidental writes, the block protection/un-protection command
sequence is used. On power up, all blocks in the device are protected. To unprotect a
block, the system must write the block un-protection command sequence. The first two
cycles are written: addresses are don’t care and data is 60h. Using the third cycle, the block
address (ABP) and command (60h) is written, while specifying with addresses A6, A1 and AO
whether that block should be protected (A6 = VIL, A1 = VIH, AO = VIL) or unprotected (A6 = VIH,
A1 =VIH, A0 = VIL). After the third cycle, the system can continue to protect or unprotect
additional cycles, or exit the sequence by writing FOh.

The device offers three types of data protection at the block level:

- The block protection/un-protection command sequence disables or re-enables both
program and erase operations in any block.

- When /WP is at VIL, the two outermost blocks are protected.

- When VPP is at VIL, all blocks are protected.

Note that user never float the Vpp and WP, that is, Vpp is always connected with VIH, VIL or
VID and WP is VIH or VIL.

2. NOR Flash Block Protection Commands

Enhanced Block Protection(EBP) is comprised of below table and next flow-chart. Refer to

block protection commands table.

Command Sequence Cycle 1st Cycle 2nd Cycle 3rd Cycle 4th Cycle 5th Cycle Gth Cycle Tth Cycle
Addr 555H 2A8H 555H ZA[0-3H
Password Programi1,2) 4
Data AsH 55H 38H PO[0-2]
Addr 555H 2AAH 555H PWWAD-3]
Password Verify(2.4,5) 4
Data AsH 55H CaH PWD[0-3]
Addr 555H 28AH 555H PWALD] PWAL1] PWAL2] PWAL3]
Paszsword Unlock{3,6,7) 7
Data AsH S5H 28H PWD[D] PWD[1] PWD([2] PWD[3]
Addr 555H 2AAH 555H (BA)WP (BAYWP (BAJWP
PPE Programi1,2,8) -1
Data AsH 55H 60H B3H 48H RD{D}
Addr 555H 28AH 555H
Master locking bit Set 3
Data AsH 55H F1H
Addr 555H 28AH 555H (BA)WP
FFB Status 4 -
Data AAH S5H S0H RD{0}
Addr 5535H 244H 555H WP (BA) (BAJWP
All PPB Erass(1,2,5,10) 8
Data AsH 55H 60H 60H 40H RD{0)
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Addr 555H 2A8H S55H
PPB Lock Bit Set 3
Data A4H 55H 78H
Addr 555H 2AAH 555H BA
PPEB Lock Bit Status(11) 4
Data A4H 5EH Z8H RD{1)
Addr 555H 2AAH 555H BA
DB Write(3) 4
Data A4H 55H 48H *1H
Addr 555H 2AAH 555H BA
OB Erase(3) 4
Data A4H 55H 48H X0H
Addr 555H 2AAH (DA)SSSH BA
DB Status(2) 4
Data A4H 55H 58H RD{D}
Addr 555H JAAH 555H FL PL PL
PPEMLE Program(1,2,8) 8
Data A4H 55H B0H 68H 48H RD(D)
Addr 555H 2AAH 555H PL PL
PPMLE Status{1) 5
Data A4H 55H 60H 484 RO
Addr 555H 2AAH 555H BL BL BL
SPMLE Program(1,2,8) [}
Data A4H 55H 60H 68 48 RDI0)
Addr 555H 2AAH 555H BL BL
SPMLE Status{1) 5
Data A4H 5EH 60 43 RO
OTP Protection bit Pro- Addr . 555H 2AAH 555H ow ow oW
gram(1,2) Data A4H 55H BOH 68H 48H RD(0)
Addr 555H 2AAH 555H ow ow
QTP Protection kit Status 5
Data A4H 55H 60H 484 RD{D)

Figure 1 NOR Block Protection Commands Table

3. Idle Status after Protection Commands

During this case device dose not return to read mode. All commands except Exit OTP

Command are ignored and remain the pre-status.
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Password Password PPB Lock PPB Lock DYB
Unlock Verify Bit Set Bit Status Status
555h/AAQ 555h/AAh 555h/AAQ 555h/AAQ 555h/AAQ
2AAh/55h 2AAh/55h 2AAh/55h 2AAh/55h 2AAh/55h
555h/28h 555h/C8h 555h/78h 555h/58h 555h/58h
Password Password Block Block
Address/ Address/ Address/Read Address/Read
Password Password Data DQ1 for Data DQO for
Data Data PPB LOCK Protection
Status Indicator Bit

Figure 2 Idle Status after Protection Commands Flow Chart

4, Exit to Read Mode

Exit to read mode, there are three methods. First using OTP Command, Second H/W Reset this
means that /RST is tied to Vss. The last method is application power off and then Power on.

Below flow chat show that three methods sequence.

Exit OTP H/W Power
Command Reset Off/On
555h/AAQ

/RST=Vss
2AAh/55h
555h/90h
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XXX/00h

Figure 3 Exit to Read Mode Flow Chart
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